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(202) 828-5519

Marlene H. Dortch, Secretary

Office of the Secretary

Federal Communications Commission
445 12" Street, S.W.

Washington, DC 20554

Re: Kotana Communications, Inc.
Section 64.2009(e) CPNI Certification Filing
EB-08-TC-4411
Request for Waiver

Dear Ms. Dortch:

Kotana Communications, Inc. (“Kotana™), by its attorneys, hereby submits its annual
CPNI Certification for 2007, and a request for a waiver of section 64.2009(¢) of the
Commission’s rules.

For the reasons set forth in its response to the FCC’s CPNI Inquiry dated September 5,
2008 (File No. EB-08-TC-4411), which is incorporated herein as if fully set forth, Kotana hereby
requests a waiver of Rule Section 64.2009(e) to permit the late-filing of the instant report. For
good cause shown, 1t is respectfully submitted that the public interest would be served by a grant
of this request.

In other instances, the Commission has granted waivers to allow the late filing of required
documents when the public interest is service by allowing such filings. See, e.g., In the matter of
Forty-one Late-Filed Applications for Renewal of Educational Broadcast Service Stations, DA



07-205, 22 FCC Red 879, (Jan. 25, 2007); Junior Cellege District of Metropolitan Kansas City,
Missouri, DA 06-2381, 21 FCC Red 13770 (WTB 2006), City Page & Cellular Services, Inc.
d/b/a City Beepers, DA 02-3558, 17 FCC Red 26109 (WTB 2002)(Long form application
deadline waived because applicants were unaware of deadline), NPCR, Inc., Petition for Waiver
of Rule Section 54.8026, DA 07-110, 22 FCC Red 560, (WCB 2007} ETC Certification report

deadline waived).

If you have any questions regarding this matter, please contact me.

Respectfully submitted,

Richard D. Rubino
Attorney for Kotana Communications, Inc.

Attachment



Matlene H. Dorich, Seoretary

Federal Communications Commission
Office of the Secretary

445 12th Street, SW

Washington, DC 20554

Anpust 47 CER. § 64.2000(e) CPNI Cortification
5B Docket 88346
Annozl 64.2009(2) CPNE Cextification for 2007
Date of execution: September 18, 2008
Nawme of Company coversd by this cextification: Kotane Commaunications, Ive.
Form 499 Filer 1D 815422
Name of Officer signing: B, Ward Koeser
Title of Gfficer gigning: Vice President

I, B, Wand Koeser, oertify that 1 amn an officer of the Compuny named above, and aeting
as an agent of the Company, that I have personal knowledge that the Company has established
opersting procedures thet are adequate to ensure complionce with the Commission’s CPNI rulss,
See 47 CER, § 64.2001 ¢f zeq. .

Attached to this ceriitication as Exhibit 1 iz an sccompanying stalersent explaining how
the Corapany’s procedures ensure that the Company is in conplisnce with the requlrements sat
forth in section 64.2001 ef seq. of the Comumission’s rles,

The Corepany has not taken any actions {procepdings inshituted or petitions Bled by o
company ot either siste cormmission, foe cowrt systew, or @t the Commdssion against data
brokers) against date brokers in the past year. Compenies must report op any information that
they have with respect 1o the processes pretexters ace using 1o atternpt (o access CPNI, and what
steps companies are taking fo protect CPMNIL

- The Compary hns pot recsived any customer complaints in the past vear conserniag the
vnauthorized release of CPNI (number of vustoner complainis & compssny hay recsived related o
unauthorized acoess o CPNY, or unavthorized disclosure of CPNY, brolken dovwn by category or
compleint, e.g., instances of hmproper access by employees, instances of improper disclosure to
individuals not authorized to receive the inforsmation, or Instances of mproper aceess o onting
information by tudividusls not suthorized to view ihe information).

o
Stgned \: w@& %iwk

ce: Telecommuricstions Consumers Division, Bnforcement Butsan
Best Copy and Printing, Inc.




Exhibit 1
KOTANA COMMUNICATIONS, INC.

STATEMENT EXPLAINING HOW THE COMPANY'S OPERATING PROCEDURES
ENSURE COMPLIANCE WITH THE FCC*S CPNI RULES

I. Customer Proprietary Network Information (“CPNIY)

CPNI is defined in Section 222(5) of the Communications Act as (A) informstion that relaies
to the quaniiiy, technical configuration, type, destination, and . amount of use of a
telecommunications service subscribed to by any customer of a telecommunications carrier,
and that s made avajlable to the carrier by the customer solely by virtue of the carzier-
customer relationshin; and (B) infoumation contained in the bills pertaining to telephone
exchange service or telephons toll service received by a custoraer of a carder (except that
CENI does not include subscriber Hst nformation).

Generally, CPNI includes personal information regurding a conswoer’s use of his or her
telecommunications services. CPNI encompasses information such as: (a} the telephone
numbers called by a consumer; (b) the telephone numbers calling a customer; (¢) the time,
location and dusation of a consumer’s outbound and inbound phone calls, and (d) the
telecommunications and information services purchesed by a consumer. The only CPNI
generated by the Company is the telecommunications and inforraation services purchased by
a CoRsumer.

Call detail information {also known as “call records”™) is a category of CPNI that is
particulatly sensitive frem a privacy standpoint and that is sought by pretexters, hackers and
other unauthorized entities for illegithmate purposes. Call detail includes any information
that pertains o the tansmission of a specific telephone call, including the numnber called (for
outbound calls), the nureber from which the call was placed (for inbound calls), and the date,
tirae, locatlon gnd/or duration of the call (for all calls). The Company does not generate any
call detail information.

I Use smd Dselosure of CPNE Is Rosirioted

The Company recognizes thet CPNI fncludes infornation thet is pexsenal end individually
identifiable, and that privacy conceras have led Congress and the FCC to impose restrictions
wpon its use and disclosure, and vpon the provision of access to it by individusls or entities
inside and outside the Cornpany.

The Company has designated a CPNI Compliance Officer who is responsible for: (1)
cornmunicating with the Company’s attorneys regarding CPNI responsibilities, requirements
and restrictions; (2) supervising the training of any Compeny eraployees and agents who vse
or have access 1o CPNI (3) superviging the use, disclosure, distribution or actess to the
Company’s CPNI by independent conizactors and joint ventuws partners; {4) malntaining
records regarding the use of CPINI in apy macketing campaigns the Company might conduct



in the fiture (it has conducted none for some time); and (5) receiving, reviewing and
resolving questions or issues regarding use, disclosure, distribution or provision of access to
CPNL

Company employees and agents that may deal with CPNI have been informed that there are
substantial federal restrictions upon CPNI use, distribution and access. In order to be
guthorized o use or access the Company’s CENI, employess and agents must receive
training with respect to the requirements of Section 222 of the Communications Act end the
FCC’s CPNI Rules (Subpert U of Past 64 of the FCC Rules),

I an ggent, independent condractor or joint vemture partner ever receives or is allowed to
acoess or use the Company’s CPNI, the agent’s, independent contractor’'s or joint venture
partner's agreement with the Company must contain provisions {(or the Company aud the
agent, independent comfractor or joint ventwe partaer wmust enter into an additional
confidentinlity agreement which provides) that: {a) the agend, lndependent contractor ox joint
venture partner may use the CPNY oply for the pwrpose for which the CPNI bas been
provided; (b) the agent, iudependent coniraetor o joint venture pariner may not disclose or
digtribute the CPNI to, or allow access to the CPNI by, any other party (unless the agend,
independent contractor or joint ventuwe partner is expressly and specifically required to do so
by a court order): snd (&) the agent, independent contractor or joint ventare partner must
implement appropriate and specific safeguards acceptable to the Company to epsure the
confidentiality of the Coropany's CFNIL

£1E, Protection of CENI

L, The Company may, after receiving an appropaiate written request fromn & customer,
disalose or provide the cusiomer’s CPNI to the custorner by sending it to the customer’s
address or record, Any and all such custormer reguests: {1) must be reade in writtag; (2) must
nclude the customer’s correct billing name and address and telephone number; (3) mwst
specify exactly what type or types of CPNI wwmst be disclosed or provided; (4) must specify
the time period for which the CPNI must be disclosed or provided; and (5) must be signed by
the customer.

2. The Company will provide a customer's CPNI (o a law enforcement agency in accordance
with applicable legal requireraents.

3 The Company does not have aoy eall detmi mt‘ommﬁxom, and therefore has not cotlected
any customer passworés and/or “shared secret” question-answet corabinations from any of
its customers in order io authenticste the identlty of customers requesting call detaﬂ
information over the telephone.

4. Company eroployees asuthenticate all telephone requests for CPNI either (2) by send the
requested {nformation to e customer’s postal or electronic “address of record” (see
deﬁmﬂon above) ; or (b) by call the custotner back at the customer's “telephone number of
record” (see defivition sbove) with the requested information,



5, The Company has adopted a policy that it does not and will not use, disclose or permit
access 1o CPNI by an affiliate,

6. When an existing customer calls the Corapany to inquire about or order new, additional or
modified services (in-bound marketing), the Company may use the customer’s CPNI other
then call detai!l CPNI to assist the customer for the dusation of the customer’s call if the .
Company provides the customer with the oral notice required by Sections 64.2008(¢) and
64.2008(f) of the FCC’s Rules and after the Company authenticates the customer,

7. The Company has adopted 2 policy that it does not and will not use, disclose, or permit
access 10 CPNI in comnsction with Company-initiated marketing of services to which a
customer does not alrendy subscribe from the Company (out-bound marketing).

8. The Company’s employees and billing agents may use CPNI to initiate, render, bill and
collect for telecomnmunications services. The Company may obtain information from new or
existing customers that may consiitute CPNI as pat of applivations or requests for new,
additional or modified services, and its employees and agents may use such gustomer
information (without further customer approval) to initiate and provide the services.
1ikewise, the Company’s employees and billing apents may vse customer service and calling
records (without customer approval): (8) to bill customers for services rendered i them; (b)
fo mvestigate and resolve disputes with custorers regarding their bills; and (o) to pursue
legal, acbitration, or other processes to collect lete or unpaid bills fom customers,

9. The Company’s crployees and agents may wse CPNI withowt customer approval fo
protoct the Company’s rights or property, and 1o profect users and other captiers from
fraudulent, abusive or itlegal use of {or subseription 10) the telecorampnicaiions service from
which the CPNIL is derjved. Because allegations and investigations of fraud, 2buse and illegal
use constitute very sensitive matiers, any sccess, use, disclosure or distribution of CPNI
pursuant fo this Seotion must Do expressly approved in advance and In wrlting by the
Company’s CPNI Compliavce Officer.

10, The Company’s employeey, agents, ndependent contractors and jolnt venture partners
inay NOT use CPNI to identify or track customers who have made calis (o, or received calls
from, competing carrders, Nor may the Company’s employees, agents, independent
condractors of joint venture pariners use of disclose CPNI for personal reasons or profit.

11, Company policy mandates that files containing CPNI be maintained in a secure manner
such that they cannot be used, accessed, disclosed or distributed by uneuitborized individuals
or in an inavthorized manner,

12. Paper files containing CPNI are kept in secure sreas, aud may not be uaed, removed, or
copied in an wnanthoxized manner.

13, Company employees, agents, independent coptractors and joint venture partners are
required to notify the CPNI Compliance Cfficer of any access or seourity problems they
encounter with respect o files containing CPNI,



14. After Decomber 8, 2007, the Company will notify customers immediately of certain
changes in their aceounts that may affect privacy or security maiters.

a, The types of changes that require immediate notification include: (2) change or reguest
for change of the customer’s password; (b) change or reguest for change of the
customer’s sddress of record; (¢) change or reguest for change of any significant eloment

of the customer’s online account; and {d) a change or reguest for change to the
customer’s tesponses with respect to the back-up means of anthentication for lost or
forgotien passwords.

b. The notice may be provided by: (8) & Corpany call or veicemail to the cusiomer’s
telephone mumber of record; (b) a Company fext message to the customey’s telephons
number of xecord; or (o) & written notice mailed to the customer’s address of record (fo
the customer™s prior address of record if the change includes a change in the customer’s
address of record).

¢. The notice raust identify only the geners} type of change and roust not reveal the
changed information,

15. Since December 8, 2007, the Company must provide an initial notice to law enforcement
and a subsequent notice 1o the customer if 2 security breach resulis in the discloswre of the
customer’s CPNI to a third paety without the custorner’s avthorizetion,

2. As goon as practiosble {and in no event more than seven (7) days) afler the Company
discovers that @ person (without authorization or exceeding aufhorization) has
intentionally gained access to, used or disclosed CPNL, the Company raust provide
slectronic notification of such breach to the United States Seeret Service and to the
Federal Burean of Investigetion via a centrel reporting facility accesged through 2 Hnk
maintained by the FCC at http://www.fee.gov/eb/epni.

16. Since December 8, 2007, the Company will provids custoraers with access to CPNI at ifs
retail locations if the customer presents & valid photo ID and the valid photo ID matches the
name on the acoount,

17. Since December 8, 2007, the Company takes reasonable measures to discover and protect
against activity that is indlestive of pretexting including requiring Company employses,
agents, independent condractors and joint venture partners to notify the CPNI CompHance
Officer mmediztely by voice, volcemall or email oft (a) eny suspicious or unusual call
requesting a cusforaer’s cell detefl information or other CPNI (including a call where the
caller fuenishes an incorrect password or incorrect auswer o one or both of the “shared
seoret” question-suswer combinations); (b) any suspicious or wnusual affempt by an
individual to change 2 customer’s password or account information {including providing
inadequate or inappropriate identification or incorsect “address or record,” “ielephone



nunber of record” or other significant service information); {¢) any and all discovered
instances where acoess io the Company’s electronic files or databases containing passwords
or CPNI was dended due 1o the provision of incorrect loging and/er passwords; end (d) any
complaint by a customer of unauthorized or inappropriate use or disclosure of his or her
CPNI. The CPNI Compliance Officer will request further information in wiiting, and
investigate or supervise the investigation of, any incident or proup of incidents that
reasonably appear to entail pretexting.

IV, CPNY Compliance Offfcer

In addition o the specific matlers reguired fo be reviewed and approved by the Company’s
CPNI Complisnce Officer, employees and agents, independent coniractors and joint venture
pariners are strongly encouraged to bring any and all other questions, issues or uncertainties
regarding the use, dizclosure, or access to CFNI to the atiention of the Company’s CPNI
Compliance Officer for appropriate investigation, review and guidance. The extent to which
& particular employee or agert brought & CPNI matter to the attention of the CPNI
Compliance Officer and received appropriate guidance is a material consideration in any
disciplinary action brought sgainst the employee or agent for ipermissible use, disclosure
or ageess to CPNIL

V. Diseiplinary Precedures

The Company has informed its employees and agents, indepondent contractors and joint
venture partners that i considers compliance with the Commupications Act and FCC Rules
reparding the use, disclosure, and aocess 1o CPNE to be very imporiant.

Violation by Company employses or agemis of such CPNI reguivements will lead to
gisciplinary action (ncluding remedial training, reprimends, wnfavorable performance
revigws, probation, and terminstion), depending upon the clreumstances of the violation
(including the severily of the violation, whether the vivlation was a first titne or repest
violation, whether appropriste guidance was sought or recelved From the CPNI Compliance
Officer, and the extent to which the violation was or was not deliberate or malicious).

Violation by Company Independent contractors or joink venture pariners of such CPNI
requirements will lead to prorpt disciplivaty action (up to and including remedial training
and termoination of the contraot),



